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WORKSHOP 1: OBJECTIVE AND DETAILED EXPLANATION

Objective: To apply the knowledge gained in the sessions by conducting threat modeling on hypothetical Al/ML systems. This involves identifying potential security
threats and vulnerabilities within these systems. Duration: 1 hour

= Steps:
1. Introduction to the Hypothetical Business Scenario:
1. Present a business scenario where a platform connects consumers with repair contractors for home services, such as plumbing, electrical work, HVAC maintenance etc..

2. Importance of Threat Modeling;

1. Identifying Security Risks: Explain that threat modeling is crucial for pinpointing security threats and vulnerabilities within Al/ML systems, particularly those that utilize large language models
(LLMs) and generative Al (GENAI) technologies.

2.  Mitigating Risks: Emphasize how threat modeling helps in developing strategies to mitigate these risks, ensuring the platform remains secure and reliable.
3.  Enhancing Security Posture: Discuss how regular threat modeling can improve the overall security posture of the platform, making it resilient against potential cyberattacks.

= Detailed Steps for the Session:

1. Objective Clarification:

1. The goal is to apply theoretical knowledge to a practical scenario, enhancing understanding through hands-on threat modeling.

2. Hypothetical Business Scenario:
1. Introduce a fictitious platform that matches consumers with home repair contractors.

2. The platform uses Al/ML to optimize matching, schedule appointments, and manage communications.

3. Threat Modeling Process:

1.  System Overview: Begin with an overview of the Al/ML system architecture, including data flow, key components, and user interactions.
Threat Identification: Identify potential security threats, such as data breaches, unauthorized access, and adversarial attacks on Al models.
Vulnerability Analysis: Analyze vulnerabilities within the system, focusing on areas where LLM and GENAI technologies are implemented.

Risk Assessment: Assess the potential impact and likelihood of identified threats, prioritizing them based on severity.

o > wDN

Mitigation Strategies: Develop strategies to mitigate identified risks, such as implementing stronger authentication, encrypting sensitive data, and conducting regular security audits.



WORKSHOP 1: CONCLUSION AND DISCUSSION:

1. Summarize the key findings from the threat modeling exercise.

2. Discuss the importance of ongoing threat modeling and risk management in maintaining a secure Al/ML platform.



WORKSHOP 1: IDENTIFY SECURITY ISSUES FOR THE PLATFORM

Data Privacy Concerns:

. The platform collects and processes sensitive consumer data (e.g., home address, contact information, service preferences). Inadequate data protection measures could lead to data breaches or unauthorized access to
personal information.

Al Model Security:

u The LLM/GenAl models used to provide teaching content and recommendations could be vulnerable to attacks such as model inversion, model extraction, or adversarial inputs. Attackers may attempt to exploit these
vulnerabilities to gain access to proprietary algorithms or manipulate the teaching content.

Fraudulent Content:
u Malicious actors could upload or manipulate teaching content with fraudulent or misleading information, leading to consumer confusion, incorrect repair techniques, or safety hazards.
Phishing and Social Engineering:

. Hackers may use Al-generated content or chatbots to conduct phishing attacks, social engineering scams, or impersonate legitimate service providers. This could result in financial fraud, identity theft, or malware
infections.

Authentication and Authorization:
. Weak authentication mechanisms or improper access controls could allow unauthorized users or bots to access sensitive platform features, modify content, or exploit user data.
Content Integrity:
u Ensuring the integrity and authenticity of teaching content is crucial. Unauthorized modifications, tampering, or plagiarism could lead to legal disputes, copyright infringement, or reputational damage.
Al Bias and Fairness:
u Al models may exhibit biases or lack fairness in their recommendations or teaching content. This could result in discriminatory practices, unequal treatment, or inaccurate information based on demographic factors.
Secure Communication Channels:

u Secure communication protocols (e.g., HTTPS, TLS) must be implemented to protect data transmission between consumers, service providers, and the platform. Insecure communication channels could be exploited for
man-in-the-middle attacks or data interception.

Third-Party Integrations:

. Integrations with third-party services (e.g., payment gateways, APIs) pose security risks if not properly secured. Vulnerabilities in third-party components could be leveraged to compromise platform security or access
sensitive user data.

Incident Response Preparedness:

. Having a robust incident response plan in place is essential to quickly detect, respond to, and mitigate security incidents (e.g., data breaches, cyberattacks). This includes regular security audits, monitoring for suspicious



What are the risks for the platform?

There are several potential risks that could lead to the platform getting sued. These risks are often related to legal
and regulatory compliance, data protection, content accuracy, and user safety. Here are some examples of risks that
could result in legal actions against the platform:

1.Data Breaches: If the platform experiences a data breach due to inadequate security measures, resulting in the exposure of sensitive consumer information (such as
home addresses, contact details, or payment information), affected users may file lawsuits for negligence, breach of contract, or violation of data protection laws (e.g.,
GDPR, CCPA).

2.Privacy Violations: Failure to protect user privacy or unauthorized sharing of user data with third parties without proper consent can lead to legal challenges.
Consumers have the right to privacy, and any violations of privacy laws or regulations can result in legal actions, fines, or penalties.

3.Misleading Content: If the platform provides misleading, inaccurate, or fraudulent content related to home repair services, consumers may take legal action for
deceptive practices, false advertising, or breach of consumer protection laws. Ensuring the accuracy and authenticity of teaching content is crucial to avoid such risks.

4.Intellectual Property Infringement: If the platform allows users to upload or share content without proper copyright or intellectual property rights clearance, it could
face lawsuits for copyright infringement, trademark violations, or plagiarism. Implementing content moderation and copyright enforcement mechanisms can mitigate this
risk.

5.Discrimination and Bias: Al-driven platforms must ensure fairness, non-discrimination, and equal treatment for all users. Any biases in Al algorithms, discriminatory
practices, or unequal access to services based on protected characteristics (such as race, gender, or disability) can lead to legal challenges for discrimination, civil rights
violations, or regulatory non-compliance.

6.Cybersecurity Incidents: In the event of cyberattacks, hacking incidents, or security breaches affecting the platform, affected users may take legal action for negligence,
breach of fiduciary duty, or failure to protect user data. Maintaining robust cybersecurity measures, incident response protocols, and data breach notification procedures
is essential to mitigate legal risks.

7.Regulatory Non-Compliance: Failure to comply with applicable laws, regulations, or industry standards related to Al ethics, data protection, consumer rights, or
cybersecurity can expose the platform to regulatory investigations, fines, or enforcement actions. Staying updated with legal requirements and regulatory guidelines is
crucial to avoid compliance-related lawsuits.




TASKS

1. Create an LLM/GenAl Threat Model

2. Explain the importance of threat modeling in identifying and mitigating security risks associated with LLM/GENAI
technologies in the platform.



STEP 1: IDENTIFYING THREAT AGENTS

= Brainstorm and identify potential threat agents relevant to the scenario, such as:
= Malicious contractors looking to exploit customer data.

= Hackers attempting to gain unauthorized access to the platform.

= Competitors seeking to disrupt the platform's operations.

= Al-powered bots generating fake service requests or reviews.



STEP 2: EXPLORING ATTACK VECTORS

= Discuss and map out various attack vectors that threat agents could exploit, including:
= Phishing attacks targeting contractors or customers.

= |njection attacks targeting the platform's databases.

®= APl vulnerabilities allowing unauthorized access.

= Al-driven social engineering attacks manipulating service requests.

= Adversarial attacks targeting Al recommendation systems.



STEP 3: IDENTIFYING SECURITY WEAKNESSES

= Collaboratively identify potential security weaknesses in the platform, such as:
= |nsufficient authentication and access controls.

= Lack of data encryption in transit or at rest.

= Vulnerable third-party integrations or dependencies.

= |nadequate input validation and sanitization.

= Limited Al model robustness against adversarial inputs.



STEP 4: PROPOSING SECURITY CONTROLS

= Brainstorm and propose security controls to mitigate identified weaknesses, such as:
= Implementing multi-factor authentication for contractors and customers.

=  Encrypting sensitive data stored in databases and during transmission.

= Conducting regular security audits and vulnerability assessments.

= Deploying Al-driven anomaly detection for detecting suspicious activities.

= Integrating Al-based fraud detection and prevention mechanisms.



STEP 5: ASSESSING TECHNICAL IMPACTS

= Discuss potential technical impacts of security breaches or vulnerabilities, such as:
= Data breaches leading to customer information leakage.

= Disruption of service due to system downtime or attacks.

= Al model manipulation affecting service recommendations.

=  Compromised contractor accounts leading to fraudulent activities.

= Damage to platform reputation and trust among users.



STEP 6: ANALYZING BUSINESS IMPACTS

= Analyze the potential business impacts of security incidents, including:
=  Financial losses due to data breaches or service disruptions.

= Damage to brand reputation and loss of customer trust.

= Legal liabilities, regulatory fines, and compliance risks.

= |ncreased customer churn rates and decreased user engagement.

= Competitive disadvantages in the market due to security concerns.




STEP 7: CREATING A THREAT MODEL REPORT

= Compile the findings and discussions into a comprehensive threat model report, including:
= |dentified threat agents, attack vectors, and security weaknesses.

=  Recommended security controls and mitigation strategies.

= Assessment of technical impacts and business impacts.

= Actionable recommendations for improving the platform's security posture.

= Conclusion and Next Steps:



STEP 8: SUMMARY

Summarize key takeaways from the workshop and emphasize the importance of ongoing threat modeling and
security assessment practices.

Discuss follow-up actions, such as implementing recommended security controls, conducting regular security
reviews, and updating the threat model as needed.



QUESTION AND ANSWER




